• 

FIG 1 



OUTSIDE 
ORGANIZATIONS 



PROVIDER 



106 




102 

















DB 

110 




APP ID=09683292 



Page 20 of 24 



CO 
ul 
rij 

in 



104 



USERS 



REGISTER WITH 
PROVIDER 



206 f 



202 




222 



RECEIVE 
SOLICITATIONS 



226 



RECEIVE 
PAYMENT 



106 



OUTSIDE 
ORGANIZATION 



210 



QUERY 
PROVIDER FOR 
AVAILABLE 
USER INFO 



214 



5 



PURCHASE OR 

NEGOTIATE 
PURCHASE OF 
DESIRED USER INFO 



218 



RECEIVE 
REQUESTED INFO 



SOLICIT USERS 



220J 



# 

FIG 2 



102 

1 

PROVIDER 



CONFIRM 
REGISTRATION 



208^ 



<212 



PROVIDE 
AVAILABLE 
USER INFO 



216 



PROVIDE 
REQUESTED 
INFO 



204 



<^224 



PAY USERS FOR 
INFO PROVIDED 



APP ID=09683292 



Page 21 of 24 



a 



104 



USERS 



106 



OUTSIDE 
ORGANIZATION 



REGISTER WITH 
PROVIDER 



310 



PURCHASE INFO 
OF ONE USER 



302 



318 



PROVIDE INFO 



<^322 



INTERACT WITH 

OUTSIDE 
ORGANIZATION 



-326 



RECEIVE 
PAYMENT 



316 



RECEIVE INFO 



INTERACT WITH 
USER 



320 7^ 



# 

FIG 3 



102 

I 

PROVIDER 



CONFIRM 
REGISTRATION 



308^ 



312 



RECEIVE 
PAYMENT 



PROVIDE INFO 



314J 



324 



PAY USERS FOR 
INFO PROVIDED 



304 



•300 



APP ID=09683292 



m 
ui 
ru 
•3 
iu 



ru 



104 



USERS 



REGISTER WITH 
PROVIDER 



STORE USER ID 
LOCALLY 



412 




402 



<^426 



INTERACT WITH 

OUTSIDE 
ORGANIZATION 



432 



RECEIVE 
PAYMENT 



106 



OUTSIDE 
ORGANIZATION 



414 



RETRIEVE USER 
ID 



REQUEST USER 
INFO 



<^422^ 



^416 



RECEIVE INFO 



# 

FIG 4 



102 

I 

PROVIDER 



STORE USER 

INFO 
CENTRALLY 



408 J v 



SEND USER ID 



410j 



418 



CONFIRM 
PAYING/ 
SUBSCRIBING 
ORGANIZATION 



PROVIDE USER 
INFO 



INTERACT WITH 
USER 



424j^ r 



420 



430 



7 



PAY PROVIDER 



428^ 



PAY USER 



APP ID=09683292 



Page 23 of 24 



104 



USERS 



REGISTER WITH 
PROVIDER 



506 7^ 



STORE 
ENCRYPTED 
INFO LOCALLY 



512J 



-500 




502 



522 



PROVIDE 
ENCRYPTED INFO 



528 



INTERACT WITH 

OUTSIDE 
ORGANIZATION 



<^534 



RECEIVE 
PAYMENT 



106 



OUTSIDE 
ORGANIZATION 



<^514 



SUBSCRIBE/PAY 



STORE 
DECRYPTION KEY 



\si8 



REQUEST 
ENCRYPTED INFO 



524 



DECRYPT INFO 



INTERACT WITH 
USER 



526J 



530 



PAY PROVIDER 



# 



FIG 5 



102 



PROVIDER 



ENCRYPT USER 
INFO 



508J | ^ 



SEND 
ENCRYPTED 
USER INFO 



SEND 
DECRYPTION KEY 



Tl6J 



504 



532 



PAY USER 



APP ID=09683292 



